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I Oversight Framework
Overview

= Eurosystem oversight framework for electronic payment instruments, schemes and
arrangements (PISA); (effective from 1 November 2022)

— Covers schemes and arrangements based on general purpose electronic payment
instruments

— Focus on schemes/arrangements that play a significant role in the euro area

— Complements the oversight of individual payment systems and critical service
providers

Stefan Mitzlaff
25 August 2022



I PISA Framework
Stylized Payment Scheme

;= Payment scheme: “set of (...) rules enabling the

I transfer of value between end users by means of
I electronic payment instruments”
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I PISA Framework
Non-Scope — “Decentralised” Payment Scheme

Figure: Stylised stack of a decentralised payment scheme
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Source: Own illustration.
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I PISA Framework

Scope — Oversight Process of “Centralised” Payment Schemes

“Centralised” governance body:

= “legal entity, part of a legal
entity, or several legal entities”

= Defines “set of rules enabling
the transfer of value”

Governance body:

* |Implementation of
oversight
recommendations
(e.g. risk mitigating
measures)
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Assessment

Tasks payment oversight:

=  Checks oversight-
relevance

= Makes actual
assessment
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I PISA Framework
Non-Scope — Potential Oversight Process of “Decentralised” Payment Schemes

“Decentralised”

governance body:

= Collective of
pseudonymous
participants

= Update/upgrade [1

Issue: Probably no data/information provision

software code

Issue: No direct addressee
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I “Decentralised” Payment Schemes
Alternative Approach

(i) De-anonymise publicly
available data, and
(ii) analyse open-source software code

Tasks payment oversight:
=  Checks oversight-
relevance

Makes actual
assessment \2)

Single wallet address Public ledger data

Forming single
user clusters

Quasi-identify
euro area users

Identify payment
transactions
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Alternative addressees, e.g.:
=  Merchants
=  Retail customers
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I “Decentralised” Payment Schemes — Check Oversight-Relevance
1. Step: Forming Single User Clusters

= Note: Technical peculiarities of the underlying infrastructure must be taken into account, which
is why there could be no universal approach.

Potential de-anonymization techniques

UTXO-based blockchains Account-based blockchains
=  Multiple input heuristic = Deposit address reuse heuristic
(Reid and Harrigan (2012)) (Victor (2020))

— Initiator of a transaction with — Deposit addresses that are
multiple inputs owns all of the input created per customer by crypto
addresses exchanges are used to link

different addresses that send

= Change heuristic
(Meiklejohn et al. (2013)) funds to these deposit address to

the same entit
— Change address created by a v

transaction is likely controlled by
the same entity that initiated the
transaction
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I “Decentralised” Payment Schemes — Check Oversight-Relevance
2. Step: Geographic Assignment of Users

Potential de-anonymization techniques - = P ]
= DuPont and Squicciarini (2015) and '
Béres et al. (2021): Daily activity patterns : e
could give an indication of geographic i Y
. . _-1.,..1 .Ir, .
location (time zone) S
= Exceptions, e.g. night-shift workers
= : Further translation of time zones £y
into countries in Europe perhaps on 5 (G =7 g
the basis of differences in the time B i\}
zone implementation across L B | !
countries !
.I
[ Currently observing CEST. [ Currently obserﬁng CET

[] Areas with same time currently (UTC +2). [[] Observes CET part of the year.
[[] Areas with same time currently (UTC +1).

Source: www.timeanddate.com.
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I “Decentralised” Payment Schemes — Check Oversight-Relevance
3. Step: Determine Transaction Purpose

Potential de-anonymization technique
= Yin et al. (2019): Supervised machine learning algorithm to predict activity categories of users
= |dentified users (a sample of 957 entities) were used as a training set, and classifiers were
built to differentiate users among twelve categories
= Potentially oversight-relevant transactions could then for example occur between or within
certain user groups such as “Merchants” and “Private Wallets”.

Figure: Network of potentially oversight-relevant user categories

=== |\Vlerchants
Private Wallets

- Exchanges

= Other (Unknown)

Stefan Mitzlaff Source: Based on Yin et al. (2019).
25 August 2022

10



Conclusion

= “Decentralised” payment schemes ...
— are not within the scope of PISA,

—  but could be alternatively checked for oversight-relevance with de-anonymization
techniques of public ledger data,

o although (1) there could be no universal approach taking into account the technical
peculiarities of the underlying infrastructures, (2) the current techniques only provide
“guesstimates” for the data needed

—  could be alternatively assessed with publicly available information,

— although they currently have no practical relevance in payments anyway —
but that might change in the future.
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