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Examples of Smart City attack surface
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 Traffic control systems
 Smart street lighting
 Public Data – openness 

increases cyber risks
 Mobile applications
 Cloud and Edge

 All smart grids, e.g.,: 
power grids, water 
treatment and distribution

 Mobile cyber systems like 
cars and public transport

 Cameras and sensors
 Location-based Services
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 Intrusion Detection Systems 
(IDS)

 Malware Analysis
 Phishing Detection
 Network Behavior Analysis
 User Behavior Analytics (UBA)
 Threat Intelligence
 Log management & SIEM
 Forensics & incident response 

Examples of AI/ML in cyberdefense



AI assisted cyberattacs
reference: Traficom, Tekoälyn mahdollistamat kyberhyökkäykset

2023 2025 2028

User manipulation

• Imitation
• Spear phishing
• Target selection
• Profiling

Stealing user ID's & 
passwords

• Guessing
• Bypassing 

biometrics
• Keystroke 

identification

Information collection
• OSINT
• Intelligence
• Target tracking
• Profiling

Difficultly observable attacks
• Progression (e.g., lateral & vertical moving)
• Scanning, reconnaissance
• Hiding
• Stealing information

Automation
• Finding vulnerabilities
• Phishing campaigns

Automation, phase 2

• Automated attack coordination
• Automatic adaptability of attacks

Continuity
• Automated planning
• Malware adaptability to normal operations
• Automatic recognizing of virtualization
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Some examples of mathematical problem types that could be solved more 
efficiently with quantum computers
1. Simulations
2. Optimization algorithms
3. Unstructured-data search algorithms
4. Factoring large numbers

Computational problems that 
quantum computing can tackle

Sources: Yole Development: Quantum technology report 2021, Jonathan Ruane, Andrew McAfee, and 
William D. Oliver: Quantum Computing for Business Leaders; From the January-Febraury 2022 IT management issue
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