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Perception of an influence operation
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Building up counter-measures
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Part 1: The West becoming aware of information influence

EU timeline:

2015: To address Russia’s disinformation campaigns:

• Improve EU’s communication in the Eastern Partnership

• Support to media

• Raise awareness about pro-Kremlin disinformation

2018: EU invests more in the work:

• Improve analysis

• International cooperation

• Voluntary code of practice for social media platforms

2020: New EU framework for foreign information manipulation and interference:

• More resources, starts covering China

2022: 

• EU imposes sanctions to Russian propagandists 

• Digital Services Act for social media regulation
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Ghostwriter: Behavioral Signature

•  Cyber activity conducted beforehand, through which access to compromised websites or 

social media accounts is obtained. 

• Typical targeting involves a military component, either in messaging or in the choice of 

targets, but does not limit itself to that. Main targets are in Central and Eastern Europe. 

• Content of messages is often faked and calls for a public rebuttal. 

• Distribution of faked content mixes inauthentic accounts, spoofed emails, and 

impersonation; as well as compromised but real websites or social media accounts. 

•  Operations are timed and planned to coincide before or during important political events, 

such as high-profile visits or military exercises. Unlike other operations, they are rarely 

rapid reactions to events. 

• It is likely that initially Ghostwriter activity was a response to NATO’s increased presence in 

the Baltic region.
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Ghostwriter: cyber-enabled influence campaign
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Ghostwriter: cyber-enabled influence campaign

• Responses:

• governments, private cyber 
firms, social media platforms, 
media, and civil society

• focus on strategic 
communication, public but 
partial attribution, improving 
cyber security, and recently 
disrupting parts of the activity 
on Facebook and Google.

• serious gaps remain in our 
understanding of the scale and 
authorship of the operation, that 
has hindered the efficiency of 
the response

• Based on open-source data, 
Ghostwriter has: 

• impacted thousands of email users

• hacked dozens of social media 
accounts and media websites

• published hundreds of false 
blogposts and other falsified 
content

• impersonated multiple government 
officials, NATO representatives and 
journalists in Europe

• operations are an ongoing threat 
and supported by a foreign state 
threat actor, either Russia, Belarus, 
or both.
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Three phases of Ghostwriter campaign

• Phase 1: summer 2016-January 2020, mainly targeting NATO’s presence in the Baltics. 

• Phase 2: the campaign expands to targeting Poland in 2019/2020. 

• Phase 3: late 2020 it starts exploiting hacked social media accounts more frequently.
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Targets of Ghostwriter incidents
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Techniques of Ghostwriter incidents
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Evolution of the response

• Strategic communication

• Diplomatic channels

• Improving cyber security

• Deplatforming efforts

• Gradual attribution
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Lacking from the response

• No sanctions designated 

• Those responsible for Ghostwriter not prosecuted

• EU’s cyber sanctions toolbox not put in use

• None of the countries has used offensive cyber capabilities 

• Social media platforms don’t have public reporting on Ghostwriter’s activities on 
their platforms equal to their reporting on IRA

Potential reasons:

• Lack of intelligence sharing

• Lack of robust knowledge of the specific operators

• Social media platforms haven’t reacted due to low engagement figures

• “Linkage blindness” – who should take the responsibility?

.
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Role of the domestic actors?

• Detailed and timely knowledge of local circumstances in Lithuania

• Potential intelligence gathering beforehand

• Consistent improvement in the quality of the language used, formatting and 
visuals

• Especially good knowledge of political context and backstage in Poland

.
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What works

• Holistic understanding and continuous monitoring beyond separate incidents

• Assess cumulative impact vs social media engagement figures

• Present “hard” cyber evidence and debunk at the same time?

• The social media platforms’ takedowns and policies regarding specific threat actors 
need to be developed to cope with multi-vector attack methodologies; consider 
publishing historical data of a certain threat actor

• Public statements to support/warn the users and targets of the attacks 

• More funding to upgrade media’s and NGO’s cyber security

• Prebunking ahead of NATO exercises and important political events

• “Linkage blindness” – who should take the responsibility?

.
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